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Chapter 18

Kazakhstan

Leila Makhmetova

GRATA International

1 Relevant Legislation and Competent
Authorities
1.1

What is the principal data protection legislation?

The principal data protection laws are described below.
The Constitution of the Republic of Kazakhstan, dated 30 August
1995, declares that everyone has the right to privacy and protection
of private and family secrets.
The Law ‘On Informatisation’, dated 24 November 2015 provides
for the measures to prevent illegal access to digital information.
The Law ‘On Personal Data and Protection thereof’, dated 21 May
2013, provides for the rules on the collection, storage, processing
and protection of personal data.
1.2

Is there any other general legislation that impacts
data protection?

According to the Civil Code of the Republic of Kazakhstan,
every citizen has the right to protection of confidentiality of his/
her private life, including privacy of his/her correspondence, phone
conversations, diaries, notes, messages, intimacy, adoption, birth,
medical and client-attorney privilege.
The Civil Procedural Code and The Criminal Procedural Code
of the Republic of Kazakhstan say that the right to confidentiality
of the private life of anyone may be restricted only in cases directly
specified by laws.

Saule Akhmetova

the Government in order to perform effective military, economic,
scientific, foreign economic, foreign policy, intelligence, counterintelligence, investigative and other activities.
The Law of the Republic of Kazakhstan, “On
Telecommunications”, dated 5 July 2004 provides for the
rules on protection of privacy of correspondence, telephone
conversations, mailing, telegraph and other messages transmitted
by telecommunication networks by network operators except for
certain cases established by the laws of the Republic of Kazakhstan.
The Law of the Republic of Kazakhstan “On Investigative
Activities”, dated 15 September 1994, provides for the rules for
the performance of investigative activities by the state authorities
listed in the Law (the Ministry of Internal Affairs, the Committee on
National Security and some others). In particular, the Law specifies
restrictions on the control over correspondence, bugging, obtaining
information from communication channels, etc.
The Code on the Nation’s Health and the Health Care System,
dated 18 September 2009, provides for the rules on protection of
privacy of medical patients.
1.4

The relevant data protection regulatory authorities are: The
Government of the Republic of Kazakhstan; the Ministry on
Information and Communications (hereinafter – the ‘Ministry on
Communication’); the Ministry on Internal Affairs; and various
Prosecutors.

The Labour Code of the Republic of Kazakhstan requires an
employer to protect personal data on its employees, if such data are
kept by the employer.
1.3

Is there any sector-specific legislation that impacts
data protection?

The Law of the Republic of Kazakhstan “On National Security
of the Republic of Kazakhstan”, dated 6 January 2012, provides
information security that is protecting the information space of
the Republic of Kazakhstan, as well as the rights and interests of
citizens, society and the state in the information sphere from the real
and potential threats.
The Law of the Republic of Kazakhstan “On State Secrets”,
dated 15 March 1999, envisages protective measures for state
secrets, i.e. information, the dissemination of which is restricted by

What is the relevant data protection regulatory
authority(ies)?

2 Definitions
2.1

Please provide the key definitions used in the relevant
legislation:

■

“Personal Data”
This means data fixed in any tangible medium and related to
a certain person or a person that can be identified on the basis
of the data.

■

“Sensitive Personal Data”

■

Kazakh legislation does not provide for such term.

■

“Processing”
This means actions taken for accumulation, storage,
amendment, development, updating, use, dissemination,
depersonalisation, blockage and abolishment of personal data.
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■
■
■

Kazakhstan

■

■

Kazakhstan

“Data Controller”
There is no such term in Kazakh legislation.
“Data Processor”
There is no such term in Kazakh legislation.
“Data Subject”
This means the individual whom the relevant personal data
are related to.
Other key definitions – please specify (e.g., “Pseudonymous
Data”, “Direct Personal Data”, “Indirect Personal Data”)

■

■ “Owner of the Database, which Contains Personal
Data”

■

This means a state authority, individual or legal entity,
which has the right to own, use and manage of a database
that contains personal data.
■ “Operator of the Database, which Contain Personal
Data”

Correction and deletion
Personal data subjects may require owners or operators of the
databases: (1) to correct personal data on reasons confirmed
by the relevant documents; or (2) to delete personal data
collected or processed in an unlawful way.
Objection to processing

■

Collection and processing of personal data is only possible
upon the valid consent of the personal data subject. The
personal data subject may withdraw his/her consent except in
cases specified by the laws of the Republic of Kazakhstan.
Objection to marketing
Personal data subjects may give or refuse to give their
consent to the dissemination of their personal data through
publicly available sources.
Complaint to relevant data protection authority(ies)

■

Personal data subjects may apply for protection of their rights
to prosecutors or courts.

This means a state authority, individual or legal entity,
which engages in the collection, processing and protection
of personal data.

5 Registration Formalities and Prior
Approval

3 Key Principles
5.1
3.1

What are the key principles that apply to the
processing of personal data?

■

Transparency
This principle is not provided by the legislation.
Lawful basis for processing

■

This is not applicable in Kazakhstan.
Purpose limitation

■

This is not applicable in Kazakhstan.
■

Data minimisation

■

Proportionality

■

Retention

This is not applicable in Kazakhstan.
This principle is not provided by the legislation.
This principle is not provided by the legislation.

The legislation provides obligatory attestation for internet resources
and data systems as follows:
■

internet resources and data systems of the state authorities;

■

“critically important” data systems (which is to be defined by
the Government, but have not been defined yet); and

■

non-governmental data systems integrated with governmental
ones or destined for development of governmental data
systems or internet resources.

Attestation of other non-governmental data systems and internetresources is not obligatory.
5.2

Other key principles – please specify

■

In what circumstances is registration or notification
required to the relevant data protection regulatory
authority(ies)? (E.g., general notification requirement,
notification required for specific processing activities.)

On what basis are registrations/notifications made?
(E.g., per legal entity, per processing purpose, per
data category, per system or database.)

■ Legitimacy
■ Respect to human and civil rights provided by the
Constitution.

Attestation is performed on a internet resource basis as stated in
question 5.1 above.

■ Confidentiality of personal data of restricted access.
■ Equal rights of personal data subjects, owners and
operators of databases which contain personal data.

5.3

■ Maintenance of safety of individuals, the society and
the State.

4 Individual Rights
4.1

What are the key rights that individuals have in
relation to the processing of their personal data?

■

Access to data
Personal data subjects have the right to gain access to their
personal data upon requests submitted to owners or operators
of the databases.

168

Who must register with/notify the relevant data
protection authority(ies)? (E.g., local legal entities,
foreign legal entities subject to the relevant data
protection legislation, representative or branch offices
of foreign legal entities subject to the relevant data
protection legislation.)

Attestation is conducted upon an application of the owner of the
data system or internet resource.
5.4

What information must be included in the registration/
notification? (E.g., details of the notifying entity,
affected categories of individuals, affected categories
of personal data, processing purposes.)

The certificate issued as a result of the attestation confirms that the
certain data system or internet resource complies with requirements
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5.5

What are the sanctions for failure to register/notify
where required?

Failure to perform an obligatory attestation may result in a fine of
the amount of up to 100 Months Calculated Indexes (‘MCI’). In
2017, 1 MCI is 2,269 tenge, and equates to approximately 7.1 USD
as of 3 March 2017.

6.2

Usually, it is a fine in the amount of up to 300 MCI.
6.3

What are the advantages of voluntarily appointing a
Data Protection Officer (if applicable)?

This is not applicable.
6.4

5.6

What are the sanctions for failing to appoint a
mandatory Data Protection Officer where required?

What is the fee per registration (if applicable)?

Please describe any specific qualifications for the
Data Protection Officer required by law.  

The fee is subject to approval by the Ministry on Investment and
Development of the Republic of Kazakhstan. As of 6 March 2017,
the amount of the fee is 2,948,967 tenge (which is about 9,303 USD)
and trip costs (if any) for experts of the Republican State Enterprise
“State Technical Service” which examines information systems.

The laws do not provide for any specific qualifications for the Data
Protection Officer.

5.7

The main responsibilities of the Data Protection Officer include
development of a list of personal data to be collected, processed and
used, taking measures for personal data protection.

How frequently must registrations/notifications be
renewed (if applicable)?

The attestation is required again in case of any change (1) in the
conditions of operation or functionality of the data system or internet
resource, or (2) in hardware-software complex or information and
communication technologies used for data processing and protection.
5.8

For what types of processing activities is prior
approval required from the data protection regulator?

Implementation of works connected with use of state secrets requires
a permit of the Committee of National Security of the Republic of
Kazakhstan. In addition, development or sale (or another transfer)
of cryptographic tools requires a licence issued by the said authority.
5.9

Describe the procedure for obtaining prior approval,
and the applicable timeframe.

For obtaining a permit for implementation of works connected
with the use of state secrets, a legal entity submits, an application
and some other documents including a conclusion of a special
examination of the applicant to the Committee of National Security.
A licence for development or sale (or another transfer) of
cryptographic tools is issued within 15 business days from the
day of submission of an application and other required documents
(information on the applicant, information on the availability of
employees with the relevant education, etc.).

6 Appointment of a Data Protection Officer
6.1

Is the appointment of a Data Protection Officer
mandatory or optional?

Appointment of one or several Data Protection Officers is mandatory
for all owners and operators of personal databases and other persons/
entities that hold and/or use personal data.

6.5

6.6

Kazakhstan

on informational security and contains the name of the data system,
the hardware and software used for the data system and some other
information.

Kazakhstan

What are the responsibilities of the Data Protection
Officer, as required by law or typical in practice?

Must the appointment of a Data Protection Officer
be registered/notified to the relevant data protection
authority(ies)?

A Data Protection Officer may be an employee or a contractor of the
owner or operator of the database. The appointment and liabilities
of the employee must be fixed by a written order of the owner or
operator of the database. The appointment and liabilities of the
contractor are provided by the contract. Registration or notification
of state authorities on issue of the order or conclusion of the contract
is not required.

7 Marketing and Cookies
7.1

Please describe any legislative restrictions on the
sending of marketing communications by post,
telephone, email, or SMS text message. (E.g.,
requirement to obtain prior opt-in consent or to
provide a simple and free means of opt-out.)

According to the Rules for Rendering Mobile Communication
Services, distribution of marketing messages via mobile
communication networks is only allowed upon a subscriber’s
consent. However, there are no restrictions on sending marketing
communications by post, fixed telephone or email.
There are restrictions connected with the content of advertisement
(for example, a ban on advertising tobacco and alcohol products;
and a restriction on inaccurate advertisement, etc.).
7.2

Is the relevant data protection authority(ies) active in
enforcement of breaches of marketing restrictions?

The Ministry on Communication is active in enforcement of breaches
of the Rules for Rendering Mobile Communication Services. In other
cases, the state control over marketing activities is connected with
the content of the advertisements, rather than with data protection.
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Kazakhstan

7.3

Are companies required to screen against any “do not
contact” list or registry?

Kazakhstan
8.2

Communication operators may not provide access to information,
the dissemination of which is prohibited by a court decision or by
laws (for example, foreign mass media including internet resources
which provide calls for extremism, terrorism, mass disorders, etc.).

Usually, companies obtain written consent of their employees to the
collection and processing of their personal data, and subsequently
transfer them abroad.

7.4

8.3

What are the maximum penalties for sending
marketing communications in breach of applicable
restrictions?

Such a penalty is 200 MCI (for providing access to information, the
dissemination of which is prohibited).
7.5

What types of cookies require explicit opt-in consent,
as mandated by law or binding guidance issued by
the relevant data protection authority(ies)?

Any type of cookies, which collects personal data, requires optin consent of the personal data subject. Such consent may be
expressed in writing, in an electronic document or in another way
not prohibited by the legislation.
7.6

For what types of cookies is implied consent
acceptable, under relevant national legislation
or binding guidance issued by the relevant data
protection authority(ies)?

If cookies are used for the collection of personal data, no consent
of the personal data subject can be implied. In any case, it must be
expressed by the personal data subject in a way not prohibited by
the legislation.

9 Whistle-blower Hotlines
9.1

To date, has the relevant data protection authority(ies)
taken any enforcement action in relation to cookies?

What are the maximum penalties for breaches of
applicable cookie restrictions?

Kazakh legislation does not provide for any cookies restrictions
and, therefore, no penalties are specified for violations of such
restrictions.

8 Restrictions on International Data
Transfers
8.1

Please describe any restrictions on the transfer of
personal data abroad.

Personal data may be transferred to the states, where protection is
ensured for such personal data. The personal data transfer to other
states is allowed (1) upon the consent of the personal data subject,
(2) in cases specified by international agreements, or (3) if such a
transfer is required for protection of human rights, health, morality
or law enforcement.

What is the permitted scope of corporate whistleblower hotlines under applicable law or binding
guidance issued by the relevant data protection
authority(ies)? (E.g., restrictions on the scope of
issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern.)

The Kazakh legislation does not directly regulate the matters of
corporate whistle-blowing, except for the issues of personal data
protection. If any third party (other than a reporting person) may
obtain access to personal data, this can be only done according to an
explicit written consent of the person, whose data are being accessed.

This has not been the case so far.
7.8

Do transfers of personal data abroad require
registration/notification or prior approval from the
relevant data protection authority(ies)? Describe
which mechanisms require approval or notification,
what those steps involve, and how long they take.

Transfers of personal data abroad do not require any registration/
notification or prior approval from state authorities.

9.2
7.7

170

Please describe the mechanisms companies typically
utilise to transfer personal data abroad in compliance
with applicable transfer restrictions.

Is anonymous reporting strictly prohibited, or
strongly discouraged, under applicable law or binding
guidance issued by the relevant data protection
authority(ies)? If so, how do companies typically
address this issue?

Anonymous reporting is not recognised as a reason for any kind of
criminal, administrative or other investigations by the Kazakh state
authorities. The companies usually declare commercially sensible
information as a commercial secret and impose the non-disclosure
obligations on employees, but this does not deprive the employees
of applying with non-anonymous complaints on the employer.
9.3

Do corporate whistle-blower hotlines require separate
registration/notification or prior approval from the
relevant data protection authority(ies)? Please explain
the process, how long it typically takes, and any
available exemptions.

No, there is no requirement on obtaining separate registration/
notification or prior approval from the relevant data protection
authority for corporate whistle-blower hotlines.
9.4

Do corporate whistle-blower hotlines require a
separate privacy notice?

No, there is no such requirement, but the company needs to comply
with personal data protection requirements.
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To what extent do works councils/trade unions/
employee representatives need to be notified or
consulted?

There is no such requirement, unless the relevant obligation is
imposed by a collective bargaining or social partnership agreement.

10		 CCTV and Employee Monitoring
10.1 Does the use of CCTV require separate registration/
notification or prior approval from the relevant data
protection authority(ies)?

No, there is no requirement to obtain registration/notification or
prior approval from the relevant data protection authority for the
use of CCTV, but consent of an affected employee is to be sought.
10.2 What types of employee monitoring are permitted (if
any), and in what circumstances?

The Kazakh legislation is silent on the issue of employee monitoring via
video or other remedies. According to the Constitution of Kazakhstan,
everyone shall have the right to inviolability of private life, personal or
family secrets, protection of honour and dignity. Moreover, records of
covert video recording cannot be used as evidence in court proceedings,
except by the competent state authorities. It is recommended to get
consent of the employees for their monitoring and recording.
10.3 Is consent or notice required? Describe how
employers typically obtain consent or provide notice.

Written consent of employees are required. The employer shall ask for
written consent of the employee before initiating the monitoring. The
law does not establish any terms for obtaining the employee’s consent,
but we recommend to meet the term of three days before the start of
monitoring (the standard term as provided by the labour legislation).
10.4 To what extent do works councils/trade unions/
employee representatives need to be notified or
consulted?

There is no such requirement in the laws, unless a collective
bargaining or a social partnership agreement states otherwise.
10.5 Does employee monitoring require separate
registration/notification or prior approval from the
relevant data protection authority(ies)?

There is no such requirement.

11		 Processing Data in the Cloud
11.1 Is it permitted to process personal data in the cloud?
If so, what specific due diligence must be performed,
under applicable law or binding guidance issued by
the relevant data protection authority(ies)?

There is no binding guidance issued by the relevant authority. The
law requires obtaining the consent of individuals for data processing.
11.2 What specific contractual obligations must be
imposed on a processor providing cloud-based
services, under applicable law or binding guidance
issued by the relevant data protection authority(ies)?

The legislation allows to process data only upon provision of
protection thereof. Therefore, the contract should include obligation
of the provider of cloud-based services to protect personal data
while processing. Additionally, the provider should:
■

segregate personal data from any other information;

■

identify mediums, on which personal data are recorded and
kept; and

■

identify persons engaged in the personal data processing and
having access thereto.

Kazakhstan

9.5

Kazakhstan

12		 Big Data and Analytics
12.1 Is the utilisation of big data and analytics permitted?
If so, what due diligence is required, under applicable
law or binding guidance issued by the relevant data
protection authority(ies)?

Kazakh law does not contain definitions for big data, analytics
and utilisation. However, some requirements to i-system, object
of informatisation, i-communication services, i-communication
technologies, hardware and software complex, and software
should be applied. Utilisation as to the use of specific means for
data processing is not prohibited by law. Such utilisation should
be performed subject to the available valid consent of a person
concerned and is prohibited for causing property or moral damages
and limitation in the implementation of rights and freedoms.
No special guidance or requirements are approved by the Committee
of Public Control in the sphere of Communication, Informatisation
and Mass Media of the Ministry of Information and Communication
of the Republic of Kazakhstan.

13		 Data Security and Data Breach
13.1 What data security standards (e.g., encryption) are
required, under applicable law or binding guidance
issued by the relevant data protection authority(ies)?

The law requires the owners/holders of informatisation objects
(that includes information resources, software, communication
infrastructure) to provide protection thereof in accordance with the
relevant standards.
The Unified Requirements in the Field of Information and
Communication Technologies and Provision of Information
Security was approved by the Governmental Decree No.832 dated
20 December 2016. These requirements supposed to be applicable
to informatisation objects related to “E-Government” sector.
At the same time, there is a great number of relevant data security
standards approved by different authorities for standardisation
purposes. These standards shall be applied depending on particular
case, type of data, and holder of informatisation objects.

The processing of Personal Data in the cloud except for storage
is not prohibited. The storage of Personal Data is only allowed
through databases located in Kazakhstan.
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13.2 Is there a legal requirement to report data breaches
to the relevant data protection authority(ies)? If so,
describe what details must be reported, to whom, and
within what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expects voluntary breach
reporting.

Kazakh legislation does not directly provide the reporting obligation
in case of data breaching.
The Data Protection authority expects voluntary breach reporting,
since such reporting is in the interests of the relevant owner/holder/
user of data. Otherwise, an offender who breached data security will
not be convicted.
13.3 Is there a legal requirement to report data breaches
to individuals? If so, describe what details must
be reported, to whom, and within what timeframe.
If no legal requirement exists, describe under
what circumstances the relevant data protection
authority(ies) expects voluntary breach reporting.

Kazakhstan
Protection authorities expect that individuals will be informed if
they are recognised as an injured person due to the breach.
13.4 What are the maximum penalties for security
breaches?

A maximum penalty for security breaches under the criminal
legislation is imprisonment for up to 10 years. This penalty can
be applied for:
■

Violation of the information system of telecommunication
networks.

■

Forcing data transmission.

■

Creation and use or distribution of harmful computer
programs and software.

A maximum penalty for security breaches under the administrative
legislation is a fine of 20 MCI for individuals; 50 MCI for officials;
and 100 MCI for legal entities. This penalty can be applied for a
wide range of actions that can be considered an offence. However,
most of these actions relates to the unduly provision of data security
by owners/holders.

Kazakh legislation on informatisation does not contain any
requirements to report data breaches to individuals. The Data
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Kazakhstan

14		 Enforcement and Sanctions

Investigatory Power

Civil/Administrative
Sanction

Criminal Sanction

Please note that in Kazakhstan, there is no one authority that may apply civil, administrative and criminal sanctions. It
depends on the particular case and offence.
Administrative investigation:
The following state authorities have the right to consider cases of administrative offences and to impose administrative
penalties in the area of informatisation:
■ Prosecutor’s Authorities (to initiate investigation in case of breaching personal data).
■ Committee of Public Control in the sphere of Communication, Informatisation and Mass Media of the Ministry of
Information and Communication of the Republic of Kazakhstan (to initiate an investigation for certain offences and to
impose an administrative penalty).
■ Court (to impose an administrative penalty in certain circumstances and to consider the appeals).
Criminal investigation:
The following government authorities have the right to initiate and investigate criminal offences in the area of informatisation:
■ Ministry of Internal Affairs of the Republic of Kazakhstan (to initiate and to carry out investigation).
■ Committee of National Security (to initiate investigation and to investigate criminal cases connected with interests of
national security in the sphere of informatisation).
■ Prosecutor’s Authorities (approves the indictment and directs criminal case to court and supervises the process of
investigation).
■ Court (to impose a criminal responsibility).
Civil law sanction:
Civil law sanction, such as monetary compensation, may be imposed by the court on the basis of a claim from an entity,
which is harmed due to breaching.
Administrative sanction:
Administrative sanctions are established by the Administrative Code. Please see below administrative sanctions for data
protection breaching.
■ Article 79 ‘A violation of the Law of the Republic of Kazakhstan on personal data and protection thereof’.
Penalty: a fine in the amount from 30 MCI to 1000 MCI depending on circumstances of the offence.
■ Article 641 ‘A violation of the law of the Republic of Kazakhstan on informatisation’.
Penalty: this article contains various types of offences in the area of Informatisation, where the minimum sanction is a
fine of 10 up to 200 MCI depending on circumstances of the offence.

Kazakhstan

14.1 Describe the enforcement powers of the data protection authority(ies).

Criminal law sanction:
The Criminal Code establishes the following sanctions for data protection breaching:
■ Article 147 ‘Violation of personal privacy and legislation of the Republic of Kazakhstan on personal data and
protection thereof’.
Penalty: fine in the amount from 3,000 MCI or imprisonment for up to seven years depending on circumstances of the crime.
■ Article 205 ‘Illegal access to information, information system or network of telecommunications’.
Penalty: a fine in the amount from 300 MCI to 2,000 MCI and (or) corrective works in the same amount or restriction
of freedom for up to two years, or imprisonment for the same period, with or without the deprivation of the right to hold
certain positions or to be engaged in a certain activity for up to three years, depending on circumstances of the crime.
■ Article 206 ‘Illegal destruction or modification of information’.
Penalty: a fine in the amount from 500 MCI to 2,000 MCI or imprisonment for three to seven years with or without
deprivation of the right to hold certain positions or to be engaged in a certain activity for up to three years, depending on
circumstances of the crime.
■ Article 207 ‘Disfunction of maintenance of information system or networks of telecommunications’.
Penalty: a fine in the amount from 3,000 MCI or imprisonment for a period from five to 10 years with or without
deprivation of the right to hold certain positions or to be engaged in a certain activity for up to five years, depending on
circumstances of the crime.
■ Article 208 ‘Illegal seizure of information’.
Penalty: a fine in the amount from 200 MCI to imprisonment for a period of three to seven years with or without
deprivation of the right to hold certain positions or to be engaged in a certain activity for up to three years, depending on
circumstances of the crime.
■ Article 209 ‘Information transfer compulsion’.
Penalty: a fine in the amount from 2,000 MCI or imprisonment for a period of five to 10 years with or without
deprivation of the right to hold certain positions or to be engaged in a certain activity for up to five years, depending on
circumstances of the crime.
■ Article 210 ‘Creation, use or distribution of harmful computer applications and software products’.
Penalty: a fine in the amount to 3,000 MCI or imprisonment for a period of five to 10 years with or without
deprivation of the right to hold certain positions or to be engaged in a certain activity for up to five years, depending on
circumstances of the crime.
■ Article 211 ‘Illegal distribution of electronic information resources of limited access’.
Penalty: a fine in the amount up to 200 MCI or imprisonment for a period of three to seven years with or without
deprivation of the right to hold certain positions or to be engaged in a certain activity for up to five years, depending on
circumstances of the crime.
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14.2 Describe the data protection authority’s approach
to exercising those powers, with examples of recent
cases.

Unfortunately, there is not a register of initiated administrative cases
in Kazakhstan to get a picture of Data Protection Law enforcement.
According to the information provided on the official website of
the Supreme Court of the Republic of Kazakhstan, since 1 January
2015, there were only three criminal law cases regarding data
protection considered by courts of the Republic of Kazakhstan.
Therefore, Data Protection is not a priority area in Kazakhstan
practice and no proper approach of Data Protection authorities have
been developed yet.

15		 E-discovery / Disclosure to Foreign 		
Law Enforcement Agencies
15.1 How do companies within your jurisdiction respond
to foreign e-discovery requests, or requests for
disclosure from foreign law enforcement agencies?

According to the legislation of the Republic of Kazakhstan,
companies within our jurisdiction do not have to respond to requests
from foreign law enforcement agencies, as foreign law enforcement
acts do not have jurisdiction over the territory of the Republic of
Kazakhstan. Please note that it is not possible to monitor the way
such companies respond to requests of foreign law enforcement
agencies, as there is no such database.
However, on the assumption of the Law of the Republic of
Kazakhstan “On Prosecutor’s office”, if there is a (i) convention,
or (ii) bilateral treaty on legal cooperation that both the Republic of
Kazakhstan and the foreign state are members of, the foreign state
law enforcement agency may send a request regarding e-discovery
or disclosure to the Prosecutor General’s office of the Republic of
Kazakhstan, which can be addressed to the companies within our
jurisdiction by the Prosecutor General’s office of the Republic of
Kazakhstan and which is subject to response by the companies.
15.2 What guidance has the data protection authority(ies)
issued?

There is not any guidance issued by a data protection authority in
Kazakhstan.
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16		 Trends and Developments
16.1 What enforcement trends have emerged during the
previous 12 months? Describe any relevant case law.

According to the information provided on the official website of
the Supreme Court of the Republic of Kazakhstan, since 1 January
2015, there were only three criminal law cases regarding data
protection considered by courts of the Republic of Kazakhstan.
There have not been any administrative or civil law cases regarding
data protection considered in the Republic of Kazakhstan since 1
January 2015. Therefore, it is not possible to mark any enforcement
trends.
Thus, by the court sentence, dated 14 May 2015, of Semey city, the
defendant was called not guilty for committing the crime stipulated
by Article 147.2 of the Criminal Code. Article 147.2 of the Criminal
Code stipulates criminal liability for illegal collection of information
on private life of a person, which include his private or family life
without his consent or if such actions cause harm to the rights and
(or) legitimate interests of the person as a result of illegal collection
and (or) processing of other personal data.
16.2 What “hot topics” are currently a focus for the data
protection regulator?

The Informatisation Law is new and came into force in 2016.
Therefore, the main “hot topic” is the adoption of relevant secondary
legislation such as Unified Rules.
In addition, the Data Protection authority is in the process of the
unification of data protection legislation with the Member States of
the Eurasian Economic Union.
Moreover, on 29 March 2016, the Republic of Kazakhstan ratified
the Protocol on Interaction of Member States of the Collective
Security Treaty Organisation on Counteraction of Criminal Activity
in the Information Area. According to this Protocol, the parties shall
cooperate by the following measures:
■

Exchange of information on crimes in information area.

■

Execution of request regarding operational search actions.

■

Planning and performance of coordinated actions.

■

Rendering assistance in professional development.

■

Creation of information systems.

■

Implementation of joint scientific research.
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